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ABSTRACT

With the recent development of ICT, information exchange through data communication network is increasing.
Cryptography is widely used as the base technology to protect it. The initial cryptography technology was developed for
military use and authorized only by the nation in the past. However, nowadays, much of the authority was unwillingly
transferred to the private due to the pervasive use of ICT. As a result, there have been conflicts between the private
demand to use cryptography and the nation’s authority. In this paper, we survey the conflicts between nations and the
private in the process of formulating the cryptography policy. Morever, we investigate the reality of the cryptography policy
in Korea. Our investigations are expected to help the government apply cryptographic control policy in a balanced manner
and plan development of cryptography industries. Lastly, we propose a need to establish a cryptanalysis organization and to
legislate a legal sanction against fraudulent use of cryptography.

Keywords: cryptanalysis, cryptography policy, national security, misuse cryptography

.M B o] Z7I5HA =gt o2 <ldf, alefule g A
ARAH S0l BASIEUA F83 AR Fo] QM

AHust A3 R HolEHA Qe o] 55 Al7E < 53 &%5EA =Holoh o)e} 2 ARrEe] AlF
o] Wxghel| we} o] g3t wizkdde] AAEE A g oA BA 71 2E NS Xé E:fz 5
< 918 ohbdelA] HARE 7)E 7k gks g

Received(09. 17. 2020), Modified(11. 19. 2020), S7hshaL vk mdh 2 JEE AT *7H 7], 3
Accepted(01. 05. 2021) Age 5 ksl R s gty 237 =
t A2}, dhkim85@korea.ac.kr FAA BAow SEREE ARE s|uUA HIE

¥ WAIAAL khyO@korea.ac.kr(Corresponding author)



100 R L

FATATE FHOE

BAo2 obE} wel HgEgirh,

doloz o] Q1= W mAX nA =

S
/ﬂlﬂ]/\e Z] 0—]'6]———- —gEHE 7—3;_71301 :d'T/HE]O'] %]_
FHa g} vk o EE o g3l Fo W &£

HZde

T;]_o

fu °1=° L

pEsete] edsAY A Bt 2 5
Balele 5 2}

Sl dlelEl® rashsle] 2
Ao A A2
AA7|E Gk Bal, elelt 4 @
of AR slale AL gAEe A
AFA 0w Fgete] ANEY YHI|E

7w ek HE Fol

S FECIEE R

e

& Bestel e volel g
FFAE ST Aol A
o}

CoAHE sfEe 2 ARSel] mel RS nE
37| = sfa Aldgk =
7} e 44E AT 9l
olell, AlAl A=elMe S7FER dEE Weld
71 918 A=A AAF vlaste] gtz
& AslEE x2e s)golw gl il
A 5 el skEakle) $43 A
zlolu| Ao BAE 93] sl g %7}31 4l
H

1

ol
l

AHE F71% o

& kel glel 2ol A4E L ale (1

B Yot Auuse] a4l asgl oLE J o)
AR A=A Seise S Seldele) ok
o AplE AsiRgie. o A e )
U WY FEARS ] et BEL

Aas Seiveke] Yl B

Ta=

Il ol Mum ma|
1 7|-EOI i

bEt Hz QAN A B4 4

He w7 9 BHom

By A

g, A

[S)
o
o

Q

A8

1980d oldel= ¢tEE AR 5 ole 7Nk A

sREe] Y 5 T LAY BA 9FE T

o] Qlglet. elel, ¢=E HAFsHAY HLE=
HEE &ag9or ks Ao H e A
= 57k ge oA A oE AR 4 9l
A= ek (2) e, AFE 71e HA
o w7t A w MAAIAUY} QB R S 7]
A fA17F BeA] AR S| Wolrle] we} 19804
] DES(Data Encryption Standard)7} %17kel
AZ A7 E2FEgEE AAEReH (3],
Diffie- Hellmanel <Jai4 71712 7Ndo] AlA|
(4)== 5 A F419 A7 @A o,
ots e AAE w7ks FAlon A7 A&
th 53], 19904 % FHbell= ®7F 91579 s o
T 2 R o] 8o] Fhikal] AwHA I FAIY SHs}
of gk &7}t F7kskA = v

B AIE Folelel Fadng e

[}

o4, %‘:5;‘4] "413& 1&%’@1‘0] HkedElo] QA S A
HHIL w3 gl oJste] HelH L sl=AE &
s mopet. =3k, =] Akl e S
Ag)gk OECD 7leole lels Es ZEAHS 2 A4
she vkE FlslEgich. £ 14 B A" =7
FE ZAe- Hx| 3 glt A= 0= ﬁ/\]f,—]_oﬂom]
el el $E A9 Xe Dss, F A
7h EAEe] Gl ASele Az E7)5edn

211 0=

1990deh 29k v] FRE APl gt
23} AL EA57] 984 Clipper BAS
Estgich. o] AA taAulel] NSAZ} vlgAE
AR SkipjackZE WAAIZ! Clipper Chipel
A% Aol AHeEAG $2E 5 oles, el

Table 1. Comparative analysis of Cryptography policies in several states

Category US France China Korea
the superiority of the state X A @) X
Control of Private Sector X A @) X
Have the ability to
promote of Cryptography © © © A
Related Law x LCEN China Enacts Encryption Law X
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Table 2. Policies and laws of Cryptography in Korea

Category Article
Article 81 (Unlawful Use of Secret Code) Any of the following persons shall be
punished by imprisonment with or without labor for a limited term of not less
than two years:
MilitaryCriminal - A person who transmits any secret code without permission
ACT - A person who makes another person, who is not authorized to receive a secret code,

receive the secret code

- A person who fails to deliver a secret code that he/she receives or makes a false
delivery of such a secret code

Article 37 (Establishment of Policies on Protection of Information)

Security

Law Framework Act On o
X The Government may prepare measures capable of aiding the development and
National . . o . .
. . use of encoding technologies, and contributing to the safety of information
Infomatization L. . . .
communications services that use encoding technologies.
Article 14 (Use of Encryption Products)
Framework Act On (1) Any electronic transaction business entity may use an encryption product to
Electronic ensure the security and reliability of electronic transactions.
Document And (2) If the Government deems it necessary for national security, it may restrict
Transaction the use of encryption products, and take necessary measures to gain access to
the original text of encrypted information or encryption technology.
Regulation on Article 7(Supply and Return of Crytography Code book), Article 8(Handle of
Regul- Managemnt Of Secret - Crytography Code book), Article 9(Authorized Person who handle Secret
ation . - Crytography Code book), 10%(Aurhorization and Revocation of handle Secret -

Crytography Code book)
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